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Network Analysis –
A basicToolbox

ÅNetwork analysishasbecomea tool in 
manysciences:
ÅBiology
ÅChemistry
ÅEpidemiology

ÅΧōǳǘ ŀƭǎƻ ƛƴ manysocietalcontexts:
ÅPolitical adviceon, e.g., epidemics

prevention
ÅTerrorist identificationfor secretservices

ÅΧŀƴŘ maybesoonin manyothers?
ÅChina citizenscore, 
Åcredit score basedon Facebook, 
Åemploymentbasedon social media

accountbehavior1Σ Χ 

1 https://www.aclu.org/blog/national-security/want-job-password-please?redirect=blog/technology-and-liberty/want-job-password-please



I think we have opened
Pandora‘s Box

A drama in three acts
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A newlookat CentralityIndices
Transferredto multiplex networks

(work with Sude Tavassoli)





So, we coulduse… 



1. Act: Wait-wait-wait: 
Centralities?



Categorizationsof CentralityIndices

Borgatti andEverett, 2006
Å1. dimension: walktype?

Å2. dimension: Volume measures
(numberof pathssatisfyingsome
constraintςdegree) vs. length
measures(countingpathsregarding
their lengthsςcloseness)

Å3. dimension: Radial measures(for
nodeson the end of paths) vs. medial 
measures: countinghow often a node
ison a setof paths.

Å4. dimension: summarytype (sum, 
averageΣ ƳŜŘƛŀƴΣ Χύ

ϭ {ǇǊƛƴƎŜǊ ±ŜǊƭŀƎΣ ²ƛŜƴΤ YΦ!Φ ½ǿŜƛƎΥ αbŜǘǿƻǊƪ !ƴŀƭȅǎƛǎ LiteracyάΣ нлмс



Categorizationsof CentralityIndices

Borgatti, 2005

ÅCentralityindexis tied to a 
modelof the network flow with
certaincharacteristics:
ÅPath type;
ÅSerial or parallel diffusion;
ÅDivisible, copyableor indivisible

good.

ÅForthe matchingnetwork flow, 
it givesthe likelihood of a node
of beingused
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Weisberg‘sDefinition of a Model: 
Structure+ Construal
ÅWeisberg(2013) arguesthat modelsarecomposedof two things:
ÅTheirstructure

ÅA construal, theƳƻŘŜƭŜǊΨǎinterpretationof the structure.
ÅAssignmentsdefinethe analogybetweentheƳƻŘŜƭΨǎcomponentsandthe real-world, 

targetsystem. E.g.: in socialnetworkanalysis, nodesrepresenthuman actorsandedges
representtheir relationships.

ÅIntendedscope: mostmodelershavea specificapplicationof the modelin mind (but it is
not often madeexplicit)

ÅFidelity criteria: standardsby whichthe modelerevaluatestheαgoodnessof Ŧƛǘά of hisor
her modelto the real-world target system. This canbeverydifferent from caseto case.



Hidden Assumptionsin Betweenness
Centrality Onlyshortestpaths

Okay, ǘƘŀǘΨǎan 
approximation, 

right?

Inherentlyserial,
probablyindivisible

HmmmΧ

All pairsof nodeswant to
communicatewith the same
frequency/ intensity

UohΧ
Andyouknowthat
everypair s,t contributes
d(s,t)-1 to the total 
betweennesscentrality?

Dorn et al., 2012
Zweig, 2016



Can we usebetweennesscentrality?
Twomodelsneedto apply
ÅStructureI: a modelof a 

network flow
ÅShortestpaths, pair-wise

interactionwith same freqΦΣ Χ

ÅConstrualI:
ÅAssignment: real-world flow

resemblesmodel

ÅIntendedscope: flowsthat are
approximatedby the model

ÅFidelity criteria??

ÅStructureII: most important
nodeis the oneusedmostoften
expectedly

ÅConstrualII:
ÅAssignment: real-world

importanceto centralityindex
value

ÅIntendedscope: whenapplicable
to ideaof importance

ÅFidelity criterion: groundtruth





Hidden Assumptionsin Betweenness
Centrality

Youwin. [ŜǘΨǎdo degree
centrality. 

Wecertainlyknow
what that means!

Onlyshortestpaths

Okay, ǘƘŀǘΨǎan 
approximation, 

right?

Inherentlyserial,
probablyindivisible

HmmmΧ

All pairsof nodeswant to
communicatewith the same
frequency/ intensity

UohΧ
Andyouknowthat
everypair s,t contributes
d(s,t)-1 to the total 
betweennesscentrality?

Dorn et al., 2012
Zweig, 2016



2nd act: Someresults
Degree Centralityin Multiplex Networks



5ƻƴΨǘforget to
normalize!



Tavassoli& Zweig, 2016

Beautiful, what aboutaggregation? 
Most would either usethe sum, 
average, minimum, or maximum

degreeof onenodeoverall layers.

Well, I knowan 
operatorwhich

cando all of
that!



Toocomplex!



Wait-wait-wait: It‘sFuzzy!

aŀƴŎƘŜǎǘŜǊΨǎ
degreein 4 airlines
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Forhistoricalreasons, we speakof
αƘƛƎƘ andnessά andαƘƛƎƘ ornessάΥ

Weeither requirethe degreesof a node
to be high on ALL layersόαandάύ or
on at least oneόαorάύΦ

Zadeh, 1965

Okay, what are
the results?

Sortit!

Choose
a b-value



Okay. Both, 
Manchester and
Francisco canbe

third most
centralςor third
least central. Can 
we quantify this?



[ŜǘΨǎplot this for all 
nodes - wait, there
areonly9 of them.

If we leaveout Lufthansa, 
there are20 commonnodes

betweenthe other three
airlines.





This guydropsby
60 regardingthe

aggregation! 
However, the

normalizationis
lessimportant.



This guydropsby
100? Out of 127? 

Puh. Andit is
sensitive to both, 
normal andagg!



Update

ÅBetweenness centrality and other 
centrality indices make 
assumptions that are not likely to 
be true in real-world scenarios

ÅBut even the degree centrality is 
hard to interpret.

ÅNormalization necessary

ÅAggregation necessary

ÅDifferent sensitivities



3rd act: 
LiteracyandAccountability



Network analysisliteracy

ÅNetwork analysiswas usedto
conveyto politicianswhomto
takecare of in HIV and other
sexual diseasespreadings(Butts, 
2009)

ÅLǘΨǎbeenusedto discredita 
climatemodelingscientist
(Zweig, 2016)

ÅNetwork analysisisusedto find 
terroristsΧ
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αwǳǊŀƭ politicsά όα5ƛŜ 5ƻǊŦǇƻƭƛǘƛƪŜǊάύΣ 
Friedrich Friedländer



Capturingterroristswith networkanalysis



Terrorist identificationSKYNET

29

https://theintercept.com/document/2015/05/08/skynet-courier/
https://theintercept.com/2015/05/08/u-s-government-designated-prominent-al-jazeera-journalist-al-qaeda-member-put-
watch-list/

https://theintercept.com/document/2015/05/08/skynet-courier/
https://theintercept.com/2015/05/08/u-s-government-designated-prominent-al-jazeera-journalist-al-qaeda-member-put-watch-list/


Top-“terrorist courier“ is…

30



Network 
Analysis Literacy

ÅNetworks are models of real-life 
systems.

ÅA measure is essentially a model 
of what you think the edges mean 
and how they are used.

ÅTo make interpretations of the 
results, both models 
(network/measure) need to match 
your research question.
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AlgorithmAccountability

algorithmwatch.org

Howcanwe better
communicatewhat to use

our algorithmsfor and
what not to usethem for?



Gründung von „AlgorithmWatch“

Lorena Jaume-Palasí, Mitarbeiterin im iRights.Lab

Lorenz Matzat, Datenjournalist der 1. Stunde, Gründer von 
lokaler.de, Grimme-Preis-Träger

Matthias Spielkamp, Gründer von iRights.info, ebenfalls 
Grimme-Preis-Träger, Vorstandsmitglied von Reporter ohne 
Grenzen.

Prof. Dr. K.A. Zweig, Junior Fellow der Gesellschaft für 
Informatik, Digitaler Kopf 2014, TU Kaiserslautern
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